
Year 5 and 6 Knowledge Organiser

PSHE – How can friends communicate safely?
Key Vocabulary

Digital 

Footprint or 
digital 

presence

Your digital footprint is all the information about you that appears online. 

This can mean anything from photos, audio, videos and texts to “likes” and 

comments you post on friendsʼ profiles. Just as your footsteps leave prints on 

the ground while you walk, what you post online leaves a trail too.

Online 

Privacy

The ability to control what information you share about yourself online and 

who can see and share it.

Oversharing Sharing too much online – usually it means sharing personal information or 

just too much about yourself in a certain situation or conversation online.

Personal 

Information

Information that identifies you – for example, your name, street address, 

phone number, national insurance number, email address, etc. – is called 

personal (or sensitive) information. It’s a good idea to make a rule for 

yourself not to share this kind of information online.

Reputation The ideas, opinions, impressions, or

beliefs that other people have about you – something that you can’t be 

totally sure about but that you usually want to be positive or good.

Phishing An attempt to scam you or trick you into sharing your login or other personal 

information online. Phishing is done through email, social media, texts, ads 

or web pages that look similar to ones you’re already used to but are fake.

Trustworthy Able to be relied on to do what is right or what is needed.

Malicious Words or actions intended to be cruel or hurtful. This word can also refer to 

harmful software intended to do damage to a person’s device, account or 

personal information. 

Authentic Real, genuine, true or accurate; not fake or copied.

Hacker A person who uses computers to gain unauthorised access to other 

people’s or organisations’ devices and data.

Password/ 

passcode

A secret combination used to access something. It can take different forms; 

for example, you may have a numbers-only code that you use for your 

phone lock and much more complex passwords for your email and other 

accounts. In general, it’s important to make your passwords as long and 

complex as you can while still being able to remember them.

Key Knowledge

Be Internet Sharp - Think before you share.

Be Internet Alert – Check it’s for real.

Be Internet Secure – Protect your stuff.

Be Internet Kind – Respect Each Other

Be Internet Brave – When in doubt, discuss

Key Messages

Being Internet Sharp means knowing what kind of 
information to put online to create a posit ive 
digital footprint and protect your online 
reputation.

Being Internet Alert means knowing how to 
check if something is real or fake and knowing 
what to do if you are worried about it .

Being Internet Secure means knowing how to 
protect your personal information online.
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